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1.   Overview  

1.1   Rationale  

Rostrata Primary School has a vision for learning that 

fosters deep learning, encourages critical thinking and 

creativity and provides a foundation for authentic 

learning. Rostrata PS values the wealth of learning 

experiences that come with improved integration and 

interactions with current technology. The current 

model of school-supplied technology resources in 

education is no longer a model that is feasible and 

cannot realistically meet the demands of teachers and 

21 stcentury learners.   

 As a school, we continue to enhance the way we use 

digital technologies to enrich the teaching and learning 

environment for both teachers and students.  This 

involves the development and use of “virtual” or 

“flexible” learning environments, which extend the 

classroom experience beyond the physical space of 

school.  To achieve this goal each teacher and student 

requires access to contemporary technology for the 

majority of the school day. In order to have a 

successful Bring Your Own Device (BYOD) program, 

we need to ensure that all students have compatible 

devices that align with The School’s infrastructure and 

the learning and teaching environments.  

By facilitating BYOD, Rostrata PS will empower 

students and allow them to be active in determining the 

way they use technology to support their learning.  

They will develop a sense of digital citizenship and 

demonstrate increased awareness of how technology is 

conducive to authentic learning and application of 

skills that are essential to succeed in today’s 

technology-based society. Increased access to 

technology further allows students to collaborate, 

communicate and share more openly with teachers and 

their peers.  

 In keeping with the Department of Education (DoE) 

guidelines, Internet and online Services provided to 

students will primarily be used for learning related 

activities and require informed parental consent, user 

agreements and appropriate management.  DoE 

provides online services to students in public schools 

for learning related activities and strives to protect 

students from exposure to inappropriate online 

material and activities.  

Students engage in learning about ethical and safe use 

through online platforms.  Lessons are consciously 

planned and implemented to enhance development of 

ICT skills and Digital Technologies understanding, in 

order to prepare them for an ever changing social, 

higher education environment and future workforce.  

We encourage students and teachers to safely and 

ethically access the internet and email, use 

organizational tools and engage with resources to 

innovate and transform their teaching and learning.  

1.2   Rostrata Primary School’s Instructional Technology  

 Vision aims to provide students with digitally-rich 21st 

–century learning environments that allow them to                         

inquire, analyse, communicate and create within a 

personalized learning environment. Our Vision includes 

the opportunity for parents of students (in certain year 

levels) to voluntarily allow their child(ren) to bring a 

device to school.   That adheres to predefined 

specifications.  This will be an opt-in program that will 

extend the classroom experience outside of school and 

enrich student learning.  The program may be extended 

to specific students in any year level with school 

consent.  

  Our primary goal as a school is to provide best practice 

teaching that enables, enhances and transforms student 

learning and outcomes through the effective integration 

and application of instructional technology that will 

support the teaching and learning of staff and students 

at Rostrata Primary School.  

  We aim to develop a twenty-first-century learning 

community where:  

·  Students are engaged in a challenging curriculum that 

is focused on authentic learning that will develop a sense 

of responsibility for their own educational success.  

·  Teachers function as coaches, mentors, advocates and 

managers of instruction and the use technology to enrich 

and support all learning across the curriculum.  

·  The School will be an environment where all students 

and staff have ready access to a full range of current 

technology, software tools and applications.  The School 

has knowledgeable staff and access to external resources 

to further the curriculum goals.  Leadership staff will 

make professional learning accessible and teaching staff 

will learn the most up-to-date practices with regard to 

the use of technology.  
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  Students who make the most of the BYOD program 

within school expectations will have access to 

numerous benefits with regard to resource access, 

choice is task completion, responsibility and personal 

organization.  Rostrata PS encourages all students to 

participate in the BYOD program, which is subject to 

your acceptance or the terms and conditions outlined 

in the BYOD policy.  

1.3  Actions Required and Key Information  

  Students and parents/guardians must read and 

understand this policy and sign the BYOD Student Use 

Agreement before students will be permitted to 

connect their iPad to the school’s wireless services.  If 

a student connects a device without a Student Use 

Agreement they are in breach of the school rules and 

disciplinary action may be taken.  

  Understand students can only use a personal 

technology device at school, with the knowledge and 

written approval of parent/guardian and Rostrata 

Primary School.  The signing of the BYOD Student 

Use  

Agreement constitutes such knowledge and approval.  

Rostrata Primary School reserves the right to 

confiscate any unauthorized device until school staff 

deem the return of the device appropriate. The School 

adopts this policy, in order to maintain a safe and 

secure environment for students and staff.  

  Acknowledge students are to use the device for 

educational purposes whilst on school premises and/or 

connected to the school network. Activities such as 

downloading files not related to school work, playing 

computer games or watching movies is not permitted 

and contravenes the School’s BYOD Student Use 

Agreement.   

  When resolving cases where a school or student-owned 

device has been damaged, existing school policies and 

procedures will apply.  

1.4   Program Participants   

  This BYOD Policy has been developed to inform 

Rostrata Primary School’s community (students, staff, 

parents and Administration) of the roles and 

responsibilities of maintaining a responsible, safe and 

effective BYOD program.  

  This policy applies to all stakeholders in the Rostrata 

Primary School’s BYOD program.  This includes:  

* Students  

* Teachers and Support Staff  

* School Administrators  

* Parents/Guardians, and 

* * Principals  

2.  Policy Inclusions  

        For the purpose of this policy, the term ‘device’ refers 

to an iPad that meets the specifications of the program 

and school infrastructure (as outlined in section 3.2 of 

this document).  The school will only allow an Apple 

iPad as part of the Bring Your  

        own Device (BYOD) program to ensure consistency and 

manageability unless otherwise agreed.  

2.1   Implementation  

        Eligibility for the BYOD program  

 In 2019 students may participate in the BYOD program 

if they are:  

*          in Year 3 and 4  

* Special agreements between The School and parents are       

made and consent is given.  

Equity and Access  

 Rostrata Primary School understands that the BYOD 

program may be a financial burden on some families. 

Parents may allow students to bring pre-owned or 

second-hand devices to school, provided they have 

sufficient memory capacity and are running iOS 12 or 

later.  We strongly recommend you consider the 

longevity of devices and storage capability.  

Accidental Damage and Theft  

  The School does not provide accidental damage or theft 

cover for 3rd party (student-owned / teacher-owned) 

devices and shall not be liable for any damages or theft 

that occurs on The School’s premises unless:  

  Therefore, Rostrata Primary School encourages parents/ 

guardians to source accidental damage and theft 

insurance from an external insurance provider.  
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Internet and Network Usage  

  At the start of the 2019 school year students will be 

given an individual login that will allow them access 

to our school’s wireless network.  Teachers will help 

students to ensure that they can access the internet on 

their devices.  

  Parental restrictions – We ask all parents to enable 

Parental Controls on their child’s iPad.  Controls 

allows parents to restrict accessing the iTunes store, 

iBook Store, installing apps, deleting apps, in-app 

purchases and some Siri features.  You can also 

prevent students from listening to music and podcasts 

with explicit lyrics, and a number of other options.  

  Location Services – Ensure that location Services is 

enabled for the Find My iPhone app  

  Make sure your Restriction Passcode is different to the 

screen lock passcode on the device. Follow password 

conventions and ensure the password is stored in a safe 

location.  

Social Media and Privacy  

  Privacy – Staff, parents/carers and the community need 

to encourage students to be aware of the risks 

associated with some online activities and how to 

adopt protective online behaviour to protect them from 

exposure to inappropriate online material or activities, 

suggestions being:  

  Keeping personal details private and always asking 

parents before giving out names, addresses of phone 

numbers online.  

Keeping usernames and passwords private.  

  Mindfully posting online and being positively 

constructive in response to others.  Once posted, a 

message can be difficult to remove.  

  Social Media – The youngest age requirement for a 

social networking sites is 13 years of age, some are 

even older.  Given this age restriction, the school will 

impose a ban on all social media networking sites.  

  Most social media sites set minimum age requirements. 

This is primarily for safety reasons as young children 

don’t understand the dangers of cyber predators and 

because younger children have not yet developed the 

good judgement to know what’s okay to post and what 

is not.  They are also exposed to adult content which can 

be suggestive or inappropriate.  Cyberbullying is 

emerging as a pretty devastating and destructive 

outcome for young children as well.  

  With all of the above in mind, we have made a decision 

to ban all social network/social media/chat room-type 

apps from devices that will be used for learning at 

Rostrata PS.  We understand that some parents have 

used their parental discretion to allow their child to 

participate in social media at home, however at Rostrata 

PS this will not be permitted.  

  Devices that are brought to school for learning must not 

have social media networking apps including (but not 

limited to)   

    Facebook  

   Twitter  

   Instagram  

   Snapchat  

   WhatsApp  

   Secret  

   Pinterest  

   Tumblr  

   Reddit  

    LinkedIn  

   Vine  

   WeChat  

    Kik  

     Musical.ly  

  There are many more social networking sites, so we ask 

that you are aware of the sites students are accessing at 

home.  

           Please understand that these measures are in place to 

protect the students at Rostrata Primary School.  If your 

child is in Year 3 / 4 BYOD Program, please ensure that 

these apps are not installed on the device your child 

brings to school.  
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  Parents will be notified and appropriate action taken if 

social media networking apps are found on any device 

brought to school.   

  If you have concerns regarding your child’s online 

safety, please access the Office of the Children’s 

eSafety Commissioner at https://www.esafety.gov.au/.  

3.   Purchasing applications  

  Where ever possible and as a matter of preference apps 

that are available at no cost will be used to support 

teaching and learning at Rostrata Primary School  

  An app list can be found in the BYOD Parent Booklet 

and is capped at $50.  We will also build in allowances 

for classroom teachers to request additional apps but 

this will happen at the end of each term.  Parents will 

be advised with ample notice by the classroom teacher, 

if there are new apps to download.  

  The school will inform parents of the apps that need to 

be downloaded from the iTunes Store.  The iTunes 

store is accessed via the internet which provides the 

ability to create a password protected iTunes user 

account.  The store will provide access to a variety of 

free and paid apps. The apps will need to be 

downloaded at home.  

  Creating an Apple ID allows you to access the App 

Store and iTunes.  Students under 13 years old must 

not create their own iTunes account or purchase iTunes 

vouchers without parent assistance.  The school will 

use its website to provide links to the apps, to support 

parents.  This will simplify the downloading process.   

4.   Roles, Responsibilities and Guidelines  

  Students of Rostrata Primary School are encouraged to 

utilize technology to enhance their learning experience 

wherever possible.  We know that eLearning 

compliments many areas of the curriculum and aim to 

capitalize on this opportunity, however, we understand 

that all stakeholders must be aware of their roles and 

responsibilities.  

4.1   Student Responsibilities  

  As part of the Rostrata Primary School’s BYOD 

Program, students will ensure that they:  

* Use devices in a responsible and ethical manner  

*     Only log on to services and devices using their own        

    name and will not use an iPad or resource that has been        

    logged in under another name.  

*     Charge the device at home, leave enough storage space     

 for learning tasks and keep devices secure to enable   

daily use,   

*     Obey general school rules concerning behaviour and         

    communication in line with The School’s Code of    

    Conduct and ICT Use Agreement;  

*     Protect their devices by contacting their 

    teacher/administrator about any security problems they    

    may encounter;  

*     Monitor activity on their accounts (e.g. blogs,   

 Mathletics,  Reading  Eggs)  and  report  any   

inappropriate or unacceptable behaviour;  

*     Secure devices in the designated area within their    

    classroom when devices are not in use;  

*     Report any damages that may occur to their teacher    

    immediately so that the teacher may investigate and 

    inform ICT coordinators, principals and parents of the  

    child(ren) regarding the circumstances;  

*     Update operating systems and applications at home to  

    avoid interruptions during learning time;  

*     Use the internet in a safe and appropriate manner (as set  

    out by The School’s Acceptable Use of ICT Policy) and  

    will report any inappropriate or offensive websites to    

    their teacher so that the administration can block those  

    sites; and  

* Respect and look after all devices, including those that          

belong to themselves, others and The School  

4.2    Student Activities Strictly Prohibited  

* Illegal plagiarism, installation or transmission of 

copyrighted materials;  

* Any action that violates The School’s Code of Conduct 

or public law;  

* Sending, accessing, uploading, downloading, or 

distributing offensive, profane, threatening, 

pornographic, obscene or sexually explicit materials;  
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*       Accessing and using internet/app-based games within  

           class time that are not deemed educational by the 

           teacher without prior permission; 

*         Use of messaging services during school time without        

           the prior permission of the students’ direct teacher;  

*    Gaining access to another students’ account, files    

   and/or data;  

*         Sharing personal information over the internet.  This           

           includes, but is not limited to, setting up internet         

           accounts including those necessary for chat rooms,  

           e-commerce, email, etc;  

*    Participation in fraudulent or other illegal behaviour;  

*    Vandalism (any malicious attempt to harm or destroy    

   hardware, software or data, including, but not limited to,    

the uploading or creation of computer viruses or 

computer programs that can infiltrate computer systems 

and/or   

 damage software components) of personal, other 

students   

or The School’s range of technology;  

*    Participating in any form of bullying via social media   

(including, and not limited to, texting, emailing, posting   

   and accessing other students’ devices); and  

* Accessing the internet at school through networks other             

than that provided by Rostrata   

Primary School.  

4.3     Student Guidelines    

*        General Guidelines  

*        Devices are the student’s property and should be treated     

           with respect and care;  

*         Students are responsible for keeping their device charged 

         for school each day and 

*         Students must keep their devices protected at all times 

 

4.5  Storing Your Device  

           When students are not using their device, devices must 

be placed in a secure classroom location as designated 

by the teacher. Students are expected to take their 

devices home at the end of each day. Devices are not to 

be stored in school bags during the day, or taken out of 

the classroom during lunch or recess unless permission  

 is granted by a teacher for a specific educational purpose 

(not gaming).  

           Please do not store your device in a place that is likely to 

experience extreme hot or cold conditions (E.g. in a car) 

as these temperatures may cause severe damage.  

4.6   Transporting Your Device  

  When students are transporting their devices in and 

around The School (for example to a specialist subject), 

they should ensure they are closed and that they are 

carrying it with two hands. Students should never run 

with these devices as this may lead to damage if they are 

dropped.  

4.7   Devices Left in Unsupervised Areas  

  Under no circumstances should devices be left in 

unsupervised areas, (including, but not limited to, 

school grounds, buildings, specialist areas, library, 

offices, unlocked classrooms or toilets).  Any device left 

in these areas is at risk of being stolen or damaged.  If a 

device is found in an unsupervised area, it will be taken 

to the office.  Violations of this section may result in loss 

of BYOD privileges and/or other privileges.  

4.8   Device and Screen Care  

  Screens may be damaged if subjected to rough 

treatment. The screens are particularly sensitive to 

damage from excessive pressure on the screen of 

dropping of the device.  

        Devices should be on a stable surface at all times and 

kept clear of liquids and foods.  If a student has drinks 

or has snack breaks at their workspace, they must ensure 

these potentially damaging substances are kept below 

device level (on the floor), in begs or consuming them 

away from devices.  

       

  Students need to ensure that they do not apply pressure 

to, lean on or place anything near the device that could 

place unwanted pressure on the device’s screen.  

Students must ensure they wash their hands, dry any 

liquids and keep drink bottles away from devices.  
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4.9   Devices Left at Home  

  Students are expected to bring devices to school daily.  

If students leave their device at home, they are 

responsible for getting the class tasks completed by 

hand or on shared devices (if available), as if they had 

their device present.  

4.10  Charging Your Device’s Battery  

  Devices must be brought to school each day with a fully 

charged battery; it is expected they will be charged each 

evening. In cases where the use of the device causes 

batteries to become discharged, students may be able to 

connect their device to a power outlet in the classroom 

with teacher consent, provided students have their own 

charger at school.  

4.11  Sound, Music, Pictures, Games or Programs  

  Devices must be inaudible at all times, so as to maintain 

an effective and equitable learning environment unless 

permission is obtained from the teacher.  Headphones 

are on all student’s booklists and students may use them 

when necessary.  Music is allowed on devices and can 

be used with teacher consent and for educational 

purposes. Music with explicit language is not permitted 

at school and must be removed from devices at the 

teacher’s request. Media streaming services may not be 

used at school without teacher consent and supervision. 

Games that are not deemed to be educational are not to 

be downloaded or played at school.  If games are 

installed, they cannot be played during school hours 

without the approval of Rostrata Primary School staff. 

Inappropriate media may not be used as a screensaver or 

background photo.  Apps, Videos and photos must be 

suitable for G audience.  The presence of inappropriate 

material will result in disciplinary actions.  

4.12  Device Inspection  

  Students may be selected at random to provide their 

device for inspection.  Inappropriate content will be 

reported to parents and must be removed before the 

device can be used at Rostrata Primary School.  

4.13 Parent/Guardian Responsibilities  

  Parents/Guardians are essential to the success of 

Rostrata Primary School’s BYOD program.  They 

reinforce school expectations and thus create bridges 

between school and home expectations while further 

assisting in ensuring the safety of our students is 

maintained.  As such, we ask that all parents/guardians:  

* Consider taking up accidental damage and theft 

insurance (offered by most insurance providers and 

retailers) to be covered in case their child’s device is 

damaged.  

* Understand that the child and parent hold full 

responsibility for the device and that    Rostrata Primary 

School is not liable   for any mistreatment, breakages, 

vandalism or loss of the device.  The only exception to 

this is where the damage or loss occurred whilst under 

the direct care of a staff member.  

* Engage in regular discussion with their children and 

establish standards and values that their child(ren) must 

follow when using their device and the internet and 

applications at home;  

* Make sure their child’s device is clearly labelled with 

their name and that they have recorded the serial number 

of the Device.  

* Ensure that their student’s device has the required apps 

installed on the device ready for educational use;  

* Understand students under the age of 13 may not take 

part in age-restricted social networking sites such as 

Facebook, Snapchat and Instagram at school.  (The 

School recommends parents consider networking site 

policies before allowing their children to access them); 

and  

* Access the cyber safety resources and information on 

The School’s website to familiarise themselves with 

possible Dangers  

* The school recommends that all home use of devices 

should be conducted in a place that is clearly visible for 

parents/ guardians to supervise and that screens of any 

nature are not permitted in bedrooms.  

4.14     Parent Guardian Guidelines  

            All parents/guardians are encouraged to carefully read   
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The School’s Acceptable Use of ICT Policy and 

review the Acceptable Use of ICT Agreement with 

their child(ren).  The School recommends that parents 

implement some (if not all) of the terms listed in these 

policies in the home setting to ensure consistency in 

etiquette and expectations.  It is expected that every 

students’ Acceptable Use of ICT Agreement is signed 

and returned to school early in Term 1.  Teachers do 

not allow students to use technology until agreements 

are signed and stored in school files.  

 

4.15  School Responsibilities  

           The School provides the foundation of the BYOD 

Program and has an essential role in ensuring not only 

educational value but also social responsibility and 

safety is developed by students.  As part of the program 

Rostrata Primary School will:  

*         Ensure all staff are trained in using common programs     

and applications, and are familiar with the processes 

pertaining to the BYOD Program;  

*         Train teachers in the BYOD program about cyber safety    

        and allow curriculum time for teachers to teach cyber  

        safe practices to students;  

*         Provide filtered internet access to students and monitor          

        students use in line with the Acceptable Use of ICT  

        Policy;  

*        Endeavour to block materials considered offensive;  

*         Educate and assist students with research and device use                   

to ensure compliance with The School’s ICT Acceptable        

Use    

Agreement;  

*        Provide lockable areas to store devices which also       

       provide limited access to charging facilities;  

*        Educate students, staff and parents on safety guidelines  

          for duration of use, posture, rest periods, stretching,     

          noise and other environmental hazards (as outlined by the    

          Department of Education and Early Childhood   

          Development); Develop a section on the School’s    

          website that will provide parents/guardians with guides  

          to assist in using the devices at home,     

          and  

* Ensure staff carefully select online content for students 

to use and at times allow students to create accounts to 

log on to appropriate educational resource sites with 

permission.  E.g. Mathletics, Reading Eggs, 

SoundWaves, etc.  


